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GENERAL STATEMENT OF POLICY

This policy document explains how Cumbria County Council will comply with 
the Regulation of Investigatory Powers Act 2000 (‘RIPA’) in relation to 
directed surveillance, use of covert human intelligence sources and the 
acquisition of communications data. This Policy is supplementary to the 
legislation and to the statutory Codes of Practice.

1.0 Background

1.1 The primary function of central and local government regulation and 
enforcement is to protect the individual, the environment, and a variety 
of groups such as consumers and workers. At the same time, carrying 
out regulatory functions in an equitable, practical and consistent 
manner helps to promote a thriving national and local economy, and to 
prevent and detect crime and disorder. 

1.2 The Regulation of Investigatory Powers Act 2000 (RIPA) came into 
effect in September 2000. RIPA sets out a regulatory framework for 
this use of covert surveillance techniques by public authorities.  RIPA 
does not provide any powers to carry out covert activities. If such 
activities are conducted by the Council officers then RIPA regulates 
them in a manner which is compatible with the European Convention 
on Human Rights (ECHR), particularly Article 8, the right to respect for 
private and family life.

1.3 Sections 37 and 38 of the Protection of Freedoms Act 2012 (the Act) 
came into force on 1 November 2012. Under the Act local authority 
authorisations and notices, for the use of particular covert techniques, 
can only be given effect once an order approving the authorisation or 
notice has been granted by a Justice of the Peace (JP).

1.4 In addition amendments to the Regulation of Investigatory Powers 
(Directed Surveillance and Covert Human Intelligence Sources) Order 
2010 (“the 2010 Order”) mean that a local authority can now only grant 
an authorisation under RIPA for the use of directed surveillance where 
the local authority is investigating particular types of criminal offences. 
These are criminal offences which attract a maximum custodial 
sentence of six months or more or criminal offences relating to the 
underage sale of alcohol or tobacco.

1.5 Communications data is governed by RIPA and the Investigatory 
Powers Act 2016 (IPA 2016). A request for a RIPA authorisation or 
notice will be scrutinised by a single point of contact (a ‘SPoC’). Local 
Authorities are not able to intercept communications data.  Where 
communications data is required then responsibility for its acquisition 
rests with the National Anti-Fraud Network (NAFN) who provide the 
SPoC service.  Cumbria County Council has an agreement with NAFN 
for this service.
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1.6    Responsibility for oversight of investigatory powers, including 
inspection and audit is now with the Investigatory Powers 
Commissioner (IPC) and no longer rests with the Interception of 
Communications Commissioner’s Office (IOCCO), the Office of 
Surveillance Commissioners (OSC) and the Intelligence Services 
Commissioner (ISComm) from September 2017.

1.7 Revised Codes of Practice relating to covert surveillance and property 
Interference and for the investigation of protected electronic information 
came into force on 15 August 2018. These reflect changes introduced 
by the IPA 2016 including the introduction of equipment interference 
warrants under Part 5 of the IPA 2016 Act and the new oversight 
framework establishing the Investigatory Powers Commissioner. 

1.8 Cumbria County Council will on occasion need to use covert 
surveillance in order to carry out its enforcement functions effectively. 
Examples of enforcement activities which may require the use of RIPA 
include trading standards, Regulatory and fire safety, fraud 
investigations and child protection. 

1.9 The Council takes seriously its responsibilities as a regulatory authority 
and will at all times act in accordance with the law, ensuring that any 
regulatory and enforcement action it takes is lawful, necessary and 
proportionate.

2.0 Scope and Definitions

2.1 This policy applies to all Cumbria County Council services.

2.2 The main purpose of RIPA is to ensure that the relevant investigatory 
powers are used in accordance with human rights. These powers are: 

i. Interception of communications 
ii. Acquisition of communications data (e.g. billing data) 
iii. Intrusive surveillance (on residential premises/in private 

vehicles) 
iv. directed surveillance in the course of specific operations 
v. use of covert human intelligence sources (informants etc.) 
vi. Access to encrypted data

2.3 By working in conjunction with other, pre-existing legislation, the Act 
ensures the following points are clearly covered:

 
i. purposes to which relevant powers may be used 
ii. which authorities can use the powers 
iii. authorisation of the use of the powers 
iv. the use that can be made of material gained 
v. independent judicial oversight 
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vi. a means of redress for the individual where powers are 
breached 

2.4 RIPA limits local authorities to using three covert techniques for the 
purposes of the prevention or detection of crime or prevention of 
disorder. These techniques are:

i. Directed surveillance - surveillance which is covert but not 
intrusive, and which is undertaken for the purposes of a specific 
investigation or a specific operation, in such a manner as is likely 
to result in obtaining information about a person – whether or not 
the target of the investigation/operation. 

ii. A covert human intelligence source (CHIS) - undercover 
officers, public informants and people who make test purchases.

iii. Communications data (CD) is the ‘who’, ‘when’ and ‘where’ of 
a communication, but not the ‘what’ (i.e. the content of what was 
said or written). RIPA groups CD into 3 parts:

iv. ‘traffic data’ (which includes information about where the 
communications are made or received);

v. ‘service use information’ (such as the type of communication, 
time sent and its duration); and 

vi. ‘Subscriber information’ (which includes billing information such 
as the name, address and bank details of the subscriber of 
telephone or internet services).

2.5 Under RIPA a local authority can only authorise the acquisition of the 
less intrusive types of communications data: service use and 
subscriber information. Under no circumstances can local authorities 
be authorised to obtain traffic data under RIPA.

2.6 The council must be satisfied that there is an identifiable offence before 
Authorising any covert surveillance. In addition the key tests in an 
application for authorisation are:
i. Necessity
ii. Proportionality and
iii. Risk of collateral intrusion

3.0 PART 1 – DIRECTED SURVEILLANCE

3.1 Directed surveillance is defined in Section 26(2) of RIPA as 
surveillance which is covert, but not intrusive, and undertaken: 

i. for the purposes of a specific investigation or specific operation; 
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ii. in such a manner as it is likely to result in the obtaining of 
private information (Section 13) about the person (whether or 
not one specifically identified for the purposes of the 
investigation or operation); and 

iii. otherwise than by way of an immediate response to events or 
circumstances, the nature of which is such that it would not be 
reasonably practical for an authorisation under Part II of RIPA to 
be sought for the carrying out of the surveillance

3.2 The council will only use directed surveillance to investigate a crime 
and where the criminal offence being investigated meets one of the 
following conditions:

i. The offence is punishable, whether on summary conviction or on 
indictment to a maximum term of at least 6 months of 
imprisonment, or

ii. Section 146, 147 or 147A of the Licensing Act 2003 (sale of 
alcohol to children) or

iii. Section 7 of the Children’s and Young Persons Act 1933 (sale of 
tobacco to children)

3.3 The crime threshold applies only to the authorisation of directed 
surveillance by local authorities under RIPA, not to the authorisation 
of local authority use of CHIS or their acquisition of CD.

3.4 No officer of the council will undertake intrusive surveillance. Intrusive 
surveillance is covert surveillance that is carried out in relation to 
anything taking place on residential premises or in any private vehicle 
and which involves the presence of an individual on the premises or in 
the vehicle or is carried out by means of a surveillance device.

3.5 Surveillance operations will only be carried out by officers who have 
received appropriate training in human rights and the Act.

3.6 No officer within the Council will undertake directed surveillance 
without prior authorisation.

3.7 Authorisation will only be given by the Assistant Director – Economy 
and Environment or the Assistant Director Integration and 
Partnerships. 

3.8 The use of directed surveillance under RIPA will not be authorised to 
investigate matters that do not involve criminal offences or to 
investigate low-level offences that do not meet the threshold test.
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4.0 PART 2 - COVERT HUMAN INTELLIGENCE SOURCE (CHIS) 

4.1 A covert human intelligence source (CHIS”) is defined by section 26(8) 
of RIPA as a person who: 

i. establishes or maintains a personal or other relationship with 
another person for the covert purpose of facilitating the doing of 
anything falling within the following two paragraphs; 

ii. covertly uses such a relationship to obtain information or to 
provide access to any information to another person: or 

iii. covertly discloses information obtained by the use of such a 
relationship or as a consequence of the existence of such a 
relationship 

4.2 The authorisation for the conduct and use of a CHIS may include:

i. someone employed or engaged by the Council to hide their true 
identity or motivation and covertly use a relationship to obtain 
information and disclose it to the local authority (an undercover 
officer); or

ii. A member of the public who provides a tip-off to a local authority 
and is asked to go back and obtain further information by 
establishing or continuing a relationship whilst hiding their true 
motivation (an informant).

4.3 Vulnerable individuals (a person who is in need of Regulatory care 
services by reason of mental or other disability, age or illness and who 
is or may be unable to take care or protect himself against significant 
harm or exploitation) may be authorised to act as a CHIS only in the 
most exceptional circumstances. Authorisation must be given by the 
Chief Executive or in his/her absence the Deputy Chief Executive and 
he or she will only do so after taking advice from the Assistant Director 
– Economy & Environment or the Assistant Director Integration and 
Partnerships.

 
4.4 Authorisation will only be given for the use of a covert human 

intelligence source, when the activity is necessary to prevent or detect 
crime. 

4.5 Authorisations will only be given to officers who have undergone 
appropriate training in human rights and the Act.

5.0 PART 3 - COMMUNICATIONS DATA 
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5.1 The term ‘communications data’ embraces the ‘who’, ‘when’ and 
‘where’ of a communication but not the content, not what was said or 
written. It is information about a communication - not the 
communication itself.

5.2 The Council will only authorise the acquisition of service use and 
subscriber information. Under no circumstances will the council obtain 
traffic data or intercept communications data under RIPA.

5.3 Communications data is governed by RIPA and the Investigatory 
Powers Act 2016.  A request for a RIPA authorisation or notice will be 
scrutinised by a single point of contact (a ‘SPoC’). Local Authorities are 
not able to intercept communications data.  Where communications 
data is required then responsibility for its acquisition rests with the 
National Anti-Fraud Network (NAFN) who provide the SPoC service.  
Cumbria County Council has an agreement with NAFN for this service

5.4 Under RIPA it is against the law for a business to intercept any 
electronic communication on its, or anyone else’s, system. There are 
some exceptions to this:

 Interception is authorised under a warrant (this does not 
apply to local authorities)

 where the interception takes place with consent
 where the interception is connected with the operation of the 

communications service itself

5.5 Interception for business related workplace monitoring may be 
applicable in certain circumstances by the Telecommunications 
(Lawful Business Practice) (Interception of Communications) 
Regulations 2000. The regulations are designed to meet the 
legitimate needs of businesses to manage their information 
systems, making use of the capabilities of modern communications 
technology, but in a way that is consistent with high standards of 
privacy.

5.6 Interception of County Council telecommunications will only be made in 
accordance with the Regulations, and following procedures agreed by 
the Executive Director Economy and Infrastructure Interception may be 
carried out in the following circumstances:

i. To establish the existence of facts or to ascertain compliance 
with regulatory or self-regulatory practices (e.g. to keep records 
of communications where the specific facts are important, such 
as being able to prove that a customer has been given certain 
advice

ii. To check the standards are being achieved or ought to be 
achieved (e.g. to check the quality of e-mail responses sent 

7



by members of staff to customer enquiries or for staff 
training).

iii. To prevent or detect crime (e.g. to check that employees or 
others are not involved in defrauding the Council).

iv. To investigate or detect unauthorised use of the 
telecommunications system. Note that interception that is 
targeted at personal communications that do not relate to the 
business is not allowed regardless of whether the use of the 
system for such communications is authorised.

v. To ensure the security of the system and its effective 
operation (e.g. to check for viruses or other threats to the 
system or to enable automated processes such as caching 
or load distribution).

5.7 The Council will make all reasonable efforts to inform potential users 
that interceptions may be made.

6.0 Internet and Social Networking Sites

6.1 The use of the internet and social networking sites may be required to 
gather information prior to and/or during an investigation, which may 
amount to directed surveillance, and may interfere with a person’s 
Article 8 rights.  

6.2 If an overt account on a one off occasion is used to gather information 
or evidence then no authorisation is considered necessary. 

6.3 If a service intends to conduct covert surveillance on an individual or 
site by regularly visiting and monitoring activity and it is considered that 
private information is likely to be obtained then a RIPA Directed 
Surveillance Authorisation will be required. The service would also 
have to consider creating a covert account to carry out this work. In 
addition where a service may need to communicate covertly online, for 
example contacting individuals, a CHIS authorisation will be required.

6.4 Further advice is available for Council Officers in an advice note 
entitled “Guidance on the Use of Social Networking Sites for 
Investigations/Evidence Gathering”, which is attached as Appendix 1 
and the Office of the Surveillance Commissioner Procedures and 
Guidance Document issued in July 2016. 

7.0 Authorisation 

7.1 At the start of an investigation, council officers will need to satisfy 
themselves that what they are investigating is a criminal offence. 
Directed surveillance is an invasive technique and at the point it is 
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decided whether or not to authorise its use it must be clear that the 
threshold is met and that it is necessary and proportionate to use it.

7.2 The applicant will complete a written RIPA authorisation or notice form 
setting out for consideration by the Assistant Director Economy & 
Environment or the Assistant Director Integration and Partnerships why 
use of a particular technique is necessary and proportionate in their 
investigation. The Assistant Director Economy & Environment or the 
Assistant Director Integration and Partnerships will consider the 
application, recording his/her considerations and countersign the form 
if he/she believes the statutory tests are met.

7.3 Where the request relates to the acquisition of communications data 
the completed forms will be sent to the National Anti-Fraud Network 
(NAFN) in the role as appointed Single Point of Contact (SPoC).  
NAFN will review the application and if satisfied will return the 
application to the Assistant Director Economy & Environment or the 
Assistant Director Integration and Partnerships to make any necessary 
application to the magistrates court.

7.4 In cases where, through the use of surveillance, it is likely that 
knowledge of confidential information will be acquired, the use of 
surveillance is subject to a higher level of authorisation. The Chief 
Executive or in his/her absence the Executive Director Economy and 
Infrastructure will authorise surveillance activity where confidential 
information is likely to be acquired, he or she will do so only after taking 
advice from the Assistant Director – Economy & Environment or the 
Assistant Director Integration and Partnerships. 

7.5  “Confidential information” is defined for the purposes of RIPA as 
matters subject to legal privilege, confidential personal information or 
confidential journalistic material. Confidential material must not be 
copied or retained unless for a specific purpose – e.g. use in evidence 
in proceedings and may only be disseminated following advice from the 
Assistant Director – Economy & Environment or the Assistant Director 
Integration and Partnerships. 

7.6 After the form has been countersigned the local authority will seek 
judicial approval for their RIPA authorisation or notice. The Justice of 
the Peace (JP) will decide whether a local authority grant or renewal of 
an authorisation or notice to use RIPA should be approved and it will 
not come into effect unless and until it is approved by a JP. 

7.7 The time limits for authorised applications are three months for directed 
surveillance and twelve months for a CHIS (one month if the CHIS is 
under 18). Authorisations and notices for communications data will be 
valid for a maximum of one month from the date the JP has approved 
the grant. This means that the conduct authorised should have been 
commenced or the notice served within that month.
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8.0 Responsibilities
 
8.1 Executive Directors to: 

i. Ensure all regulatory staff are aware of and trained in the Act.

ii. Delegate the task of authorising surveillance operations.

iii. Provide procedures to be adopted in the application for, granting 
etc. of, and recording of authorisation.

iv. Ensure copies of the Codes of Practice for Covert Surveillance, 
The Use of Covert Human Intelligence Sources, and Acquisition 
and Disclosure of Communications Data are available for public 
reference at council offices or by post or e-mail on public 
request. https://www.gov.uk/government/organisations/home-
office

v. Ensure that details of the complaints procedure involving the 
Investigatory Powers Tribunal are readily available for public 
reference purposes at council offices or by post or e-mail on 
public request.

8.2 Monitoring Officer to:

Fulfil the role of senior responsible officer for RIPA and will be 
responsible for: 

i. The integrity of processes for the management of CHIS.

ii. Compliance with Chapter II of Part I of RIPA (Acquisition and 
Disclosure of Communications Data). 

iii. Compliance with Part II of RIPA (Surveillance and Covert 
Human Intelligence Sources).

iv. Oversight of the reporting of errors to the Surveillance and 
Communications Commissioners, identification of the cause(s) 
of errors and the implementation of processes to minimise 
repetition of errors.

v. Engagement with the Commissioners’ inspectors when they 
conduct their inspections. 

vi. Oversight of the implementation of post-inspection action plans 
approved by the relevant Commissioner.

vii. Maintaining a log of all RIPA applications, authorisations etc. 
including copies of all completed forms, and reviewing the 
quality of applications, authorisations etc.

10

https://www.gov.uk/government/organisations/home-office
https://www.gov.uk/government/organisations/home-office
https://www.gov.uk/government/organisations/home-office


viii. Ensuring that all authorising officers are of an appropriate 
standard in light of any recommendations made by Inspectors’ 
reports.

ix. Ensuring that Cabinet Members and members of the Audit & 
Assurance Committee have sufficient understanding of human 
rights and RIPA to be able to discharge their responsibilities

x. Ensuring that this Policy is reviewed by Cabinet at least once a 
year and any Authorisations granted are reported to the Audit 
and Assurance Committee annually.  

xi. In the absence of the Assistant Director – Economy & 
Environment or the Assistant Director Integration and 
Partnerships, act as authorising officer to receive and consider 
applications, and issue, renew, cancel or refuse such 
applications relating to investigations of County Council 
employees, in accordance with the criteria set out in the Act. 

8.3 Assistant Director – Economy and Environment or the Assistant 
Director Integration and Partnerships to: 

i. Act as the authorising officer for CHIS or DS or for 
communications data the designated person to consider 
applications, and issue, renew, cancel or refuse authorisations 
relating to investigations of County Council employees, in 
accordance with the criteria set out in the Act and in Guidance 
from the Investigatory Powers Commissioner (IPC). 

ii. Ensure applications are complete and are made out on the 
appropriate pro forma, except in the case of emergency 
applications.

iii. Maintain a record of applications and authorisations, and 
provide copies to the Deputy Monitoring Officer within 5 working 
days of the application, irrespective of whether the authorisation 
is granted, and copies of all cancelled authorisations within 5 
working days of the cancellation.

iv. Ensure all staff involved in surveillance operations has access to 
the relevant draft Codes of Practice.

v. Review authorisations at least weekly and record the review on 
the authorisation and ensure that authorisations are cancelled 
as soon as they have either served their original purpose or no 
longer meet the criteria for issue, whichever is the earlier.
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8.4 Senior Manager – Regulatory Services to: 

Ensure that the forms and procedures detailed in the Trading 
Standards Investigations Manual are kept up to date and comply with 
RIPA and the draft Codes of Practice.

8.5 All staff involved in surveillance operations to: 

i. Be familiar with Act, the relevant Codes of Practice, and the 
Investigatory Powers Commissioner Guidance for Inspections.

ii. Ensure that the authorising officer is provided with all relevant 
information available to the investigation to enable an informed 
decision to be made.

iii. Advise the authorising officer as soon as practicable when an 
operation unexpectedly interferes with the privacy of an 
individual who is not the subject of the surveillance.

iv. Cease the surveillance operation immediately it no longer meets 
the authorisation criteria.

v. Ensure that they follow the appropriate service work instructions 
and guidance.

Relevant Background Papers

The Regulation of Investigatory Powers Act (RIPA) 2000: 
http://www.legislation.gov.uk/ukpga/2000/23/contents

Codes of Practice made under RIPA issued by the Home Office: 
https://www.gov.uk/government/collections/ripa-codes

Guidance to local authorities RIPA Codes:
https://www.gov.uk/government/uploads/system/uploads/attachment_da
ta/file/118173/local-authority-england-wales.pdf

Home office guidance for Magistrates Courts in England & Wales for 
Local Authorities
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/
118174/magistrates-courts-eng-wales.pdf

Office of Surveillance Commissioners Procedures and Guidance, July 
2016  (now held by the Investigatory Powers Commissioner) 
https://osc.independent.gov.uk/wp-content/uploads/2017/01/OSC-
Procedures-Guidance-July-2016.pdf 
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